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1.

SOURCE-TO-DESTINATION SOFTWARE DESIGN

In these notes we discuss the end-to-end
transmission
procedures and the division of responsibility between the
Hosts and nodes.
1.1 End-to-End Transmission Procedures

i
There is a considerable controversy at the present time
over whether ot not a store-and-forward subnetwork of nodes
should
concern
itself
with
end-to-end
transmission
procedures.
Many
workers
(Pouzin 73) feel that the
subnetwork should be close to a pure packet carrier with
little concern for maintaining message order, for high
levels of correct message delivery, for message buffering in
the subnetwork, etc.
Other v/orkers, including ourselves
(Crowther 74), feel that the subnetwork
should
take
responsibility for many of the end-to-end message processing
procedures. Of course, there are some workers who hold to
positions in between
(Brant 72).
However, many design
issues remain constant whether these functions are performed
at Host level or subnetwork
level, and we discuss these
constants in this section.
1.1.1 Buffering and Pipelining
As noted elsewhere, any practical network must allow
multiple messages simultaneously in transit between the
source and the destination, to achieve high throughput. If,
for example, one message of 2000 bits is allowed to be
outstanding between the source and destination at a time,
and the normal network transit for the message including
destination-to-source acknowledgment is 100 milliseconds,
then the throughput rate that can be sustained is 20,000
bits per second. If slow lines, slow responsiveness of the
destination Host, great distance, etc., cause the normal
network transit time to be half a second, then
the
throughput rate is reduced to only 4,000 bits per second.
Likewise, we think that pipelining is essential for most
networks to improve delay characteristics; data should
travel in reasonably short packets.
To summarize, low delay requirements drive packet size
smaller, network and Host lines faster, and network paths
shorter (i.e., fewer node-to-node hops).
High throughput
requirements drive the number of packets in flight up,
packet overhead down, and the number of alternative paths
up.
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1.1.2 Error Control
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We consider source-to-destinatjon error control to
comprise three tasks: detecting bit errors in the delivered
messages, detecting missing messages or pieces of messages,
and detecting duplicate messages or pieces of messages.
The former task is done is a straightforward manner
through the use of checksums. A checksum is appended to the
message at the source and the checksum is checked at the
destination; when the checksum does not check at the
destination, the incorrect message is discarded, requiring
it to be retransmitted from the source. Several points
about the manner in which checksumming should be done are
worthy of note: (a) If possible, the checksum should check
the correctness of the resequencing of the messages which
possibly got out of order in their traversal of the network.
(b) A powerful checksum is more efficient than alternative
methods such as replication of a critical control field; it
is better to extend the checksum by the number of bits that
would have been used in the redundant field. (c) Unless
encryption is desirable for some other reason it is simpler
(and just as safe) to prevent delivery of a message to an
incorrect Host through the use of a powerful checksum than
it is to use an encryption mechanism. (d) Node-to-node
checksums do not fulfill the same function as end-to-end
checksums because they check only the lines, not the nodes.
An inherent characteristic of packet-switching networks
is that some messages or portions of messages (i.e.,
packets) will fail to be delivered, and there will be some
duplicate delivery of messages or portions of messages, as
described in earlier notes on network properties.*
Missing messages can be detected at the destination
through
the use of one state bit for each unit of
information which can be simultaneously traversing the
network.
An interesting detail is that for the purposes of
missing message detection, the state bits
used
must
precisely cycle through all possible states. For example,
stamping messages with a time stamp does nothing for the
process of missing message detection because, unless a
message is sent for every "tick" of the time stamp, there is
no way to distinguish the case of a missing message from the
case where no messages were sent for a time.

*Throughout the remainder of this subsection we use the word
"message" to mean either messages or portions of messages
(i.e., packets).
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Duplicate messages can be detected with an identifying
sequence number such that messages which arrive from a prior
point in the sequence are recognized as duplicates.
What
should be noted carefully here is that duplicate messages
can arrive at the destination up to some time, possibly
quite long, after the original copy.
and the sequence
number must not complete a full cycle during this period.
For example, if a network goal is to be able to'transmit 200
minimum length messages per second from the source to the
destination and each needs a unique sequence number, and if
it is possible for messages to arrive at the destination up
to 15 seconds after initial transmission from the source,
then the sequence number must be able to uniquely identify
at least 3000 packets.
It is usually no trouble to
calculate the maximum number of messages that can be sent
during some time interval.
What is,more difficult is to
limit the maximum time after which duplicate messages will
no longer arrive at the destination. One method is to put a
timer in each message which is counted down as the message
traverses the network; if the timer ever counts out, the
message is discarded as too old, thus guaranteeing that no
messages older than the initial setting of the timer will be
delivered to the destination.
Alternatively, one
can
calculate approximately the maximum arrival time through
study of all the worst case paths through the network and
all the worst case combinations of events which might cause
messages to loop around in the network reasonably well in
practice.
In either case, there certainly must be mechanisms to
resynchronize the sequence numbers between the source and
the destination at node start-up time, to recover from a
node failure, etc. A good practice is to resynchronize the
sequence numbers occasionally even though they are not known
to be out of step.
A good frequency with which to do
redundant resynchronization would be every time a message
has not been sent for longer than the maximum delivery time.
In fact, this is the maximum frequency with which the
resynchronization
can
be
done
(without
additional
mechanisms); if duplicates are to be detected reliably, the
sequence number at the destination must function without
disruption for the maximum delivery time after the "last
message" has been sent. If it is desirable or necessary to
resynchronize the sequence numbers more often than the
maximum time, an additional "use" number must be attached to
the sequence number to uniquely identify which "instance" of
this set of sequence numbers is in effect; and, of course,
the packets must also carry the use number. This point is
addressed
in
greater
detail in (McQuillan 74b) and
(Toralinson 74).
is

The next point to make about end-to-end error control
that any message going from source to destination can

Page

potentially be missing or duplicated; i.e., not only data
messages but control messages. In fact, the very messages
used
in
error
control
(e.g.,
sequence
number
resynchronization messages) can themselves be missing or
duplicated, and a proper end-to-end protocol must handle
these cases.
Finally, there must be some inquiry-response system
from the source to the destination to complete the process
of detecting lost messages.
When the proper reply or
acknowledgment has not been received for too long, the
source may inquire whether the destination has received the
message in question. Alternatively, the source may simply
retransmit the message in question.
In any case, this
source inquiry and retransmission system must also function
in the face of duplicated or lost inquiries and inquiry
response
control
messages.
As
with the inter-node
acknowledgment and retransmission system, the end-to-end
acknowledgment and retransmission system must depend on
positive acknowledgments from the destination to the source
and on explicit inquiries or retransmissions from the
source. Negative acknowledgments from the destination to
the source are never sufficient (because they might get
lost) and are only useful (albeit sometimes very useful) for
increased efficiency.
1.1.3 Storage Allocation and Flow Control
One of the fundamental rules of communications systems
is
that
the source cannot simply send data to the
destination without some mechanism for guaranteeing storage
for that data. In very primitive systems one can guarantee
a rate of disposal of data, as to a line printer, and not
exceed that rate at the data source. In more sophisticated
systems there seem to be only two alternatives. Either one
can explicitly reserve space at the destination for a known
amount of data in advance of its transmission, or one can
declare the transmitted copy of the data expendable, sending
additional copies from the source until there is
an
acknowledgment from the destination. The first alternative
is the high bandwidth solution: when there is no space, only
tiny messages travel back and forth between the source and
destination for the purpose of
reserving
destination
storage.
The second alternative is the low delay solution:
the text of the message propagates as fast as possible. See
(McQuillan 72) for a more lengthy discussion.
In either case storage is tied up for an amount of time
equal
to at least the round trip time.
This is a
fundamental result —
the minimum amount of buffering
required by a communications system, either at the source or
at the destination, equals the product of round trip time
and the channel bandwidth. The only way to circumvent this
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result is to count on the destination behaving in some
predictable
fashion (an unrealistic assumption in the
general case of autonomous communicating entities).
As we stated earlier, Our experience and analysis
convinces us that if both low delay and high throughput are
desired, then there must be mechanisms to handle each, since
high throughput and low delay are conflictingigoals. This
is true, in particular, for
the
storage
allocation
mechanism. It has occasionally been suggested (Belsnes 74),
mainly for the sake of simplicity, that only.the low delay
solution be used; that is, messages are transmitted from the
source without reservation of space at the destination.
Those people making the choice never to reserve space at the
destination frequently assert that high bandwidth will still
be possible through use of a mechanism whereby the source
sends messages toward the destination, notes the arrival of
acknowledgments
from
the
destination,
uses
these
acknowledgments to estimate the destination reception rate,
and adjusts its transmissions to match that rate. We feel
that such schemes may be quite difficult to parameterize for
efficient control and therefore may result in reduced
effective bandwidth and increased effective delay.
If the
source never sends to the destination so fast that the
destination must discard anything, then the delay is very
low, but the throughput is not as high as it might be.
Further, unless the source pushes now and then, it will
never discover that the destination is able to increase its
throughput. On the other hand, when the source is pushing
hard enough, the destination may suddenly cut back on its
throughput, causing all the messages which will be discarded
at the destination due to the sudden cut back to have to be
retransmitted
increasing
effective
delay.
If
the
destination could be predicted to accept traffic at a steady
rate and vary this rate only very slowly, the above sort of
feedback system might work.
In this case unacknowledged
messages should be retransmitted from the source to the
destination
shortly
after the expected time for the
acknowledgment to return has elapsed if minimum delay and
maximum throughput are to be obtained (this is in contrast
to the often suggested practice of keying retransmissions to
the discard rate). However, in practice, the time for the
acknowledgment to return is likely to be very difficult to
predict due to variations (possibly rapid) in the transit
time of the communications channel and particularly
in the
response time of the destination. Furthermore, the greater
the sum of transit time and response time, the looser and
less efficient the feedback loop will be. In fact, there
appear to be oscillatory conditions which can occur where
performance degrades completely.
(Note, if there is much
possibility of message loss, then the acknowledgment and
retransmission
system
should
allow
quite
selective
retransmission of messages rather than, for
instance,
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requiring a complete window of messages to be retransmitted
to effect retransmission of the specific messages requiring
it; otherwise, message retransmission will use excessive
bandwidth.)

(

^

The above discussion assumes that all mechanisms are
attempting to minimize the probability of message discard.
If, in addition to possible discards at the destination, the
communications channel solves its internal problems (e.g.,
potential deadlocks) with cavalier discarding of messages,
or if the destination solves its internal problems with
cavalier discarding of messages, the detrimental effects of
discarding
(reduced
effective bandwidth and increased
effective delay) are
probably
drastically
increased.
Further, the above discussion assumed the destination was
able to minimize the probability of discard. While this may
be possible for a single source, we think it is unlikely
that the destination will be able to resolve, in a way that
does not entail excessive discards, the contention for
destination storage from multiple uncoordinated sources. As
reported
in
(Kahn
71),
detrimental
contention for
destination storage, in the absence of a storage reservation
mechanism,
happens practically continuously under even
modest traffic loads, and in a way uncoordinated with the
rates and strategies of the various sources. As a result,
well-behaved Hosts may unavoidable be penalized for the
actions of poorly-behaved Hosts.
In addition to space to N-SYNC CHARACTERS AN must also
be space to record what needs to be sent and what has been
sent. If a message will result in a response, there must be
space to hold the response; and once a response has been
sent, the information about what kind of answer was sent
must be kept for as long as retransmission of that response
may be necessary.
1.1.4 Precedence and Preemption

|

^_

The first point to note about precedence and preemption
is that the total transit time being specified for most
packet-switching networks of which we are aware is on the
order of less than a few seconds (often only a fraction of a
second). Thus, the traditional specifications (for example,
low priority traffic must be able to preempt all other
traffic so that it can traverse the network in under two
minutes) no longer make much sense.
When all messages
traverse the network in less than a few seconds, there is
generally no need to specify that top priority traffic must
preempt other traffic, nor to
specify
the
relative
precedences between the other types of traffic.
may

Though priority is not strictly necessary for speed, it
be useful for contention resolution. It appears to us
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that there are three precedence and preemption strategies
that are reasonable to consider for a packet-switching
network. Strategy 1 is to permanently assign the resources
necessary to handle high priority traffic; this guarantees
the delivery time for the high priority traffic but is
expensive and should only be done for limited high priority
traffic. Strategy 2 is to preempt resources as necessary
for high priority traffic.
This can haveitwo effects.
Preempting packet buffers results in data loss; preempting
internal node tables (e.g., the tables associated with
packet sequence numbering) results in state information
loss.
State information loss means that data errors are
possible which may go unreported.
Strategy 3 is not to
preempt resources, and to rely on the standard mechanisms
with a priority ordering. This is simple for the nodes, but
it does not of itself guarantee delivery within a certain
time.
We think the correct strategy is probably a mixture of
the strategies above.
Possibly some resources, on a very
limited basis, should be reserved for the tiny amount of
flash traffic.
This guarantees minimum delay without any
queueing latency. For the rest of the traffic, the normal
delivery times are probably acceptable. The presence of
higher priority traffic can cause gradual throttling of
lower priority traffic, without loss of state information.
As the time to do this graceful throttling is normally only
a fraction of a second, the higher priority traffic has no
real reason to demand instantaneous, information-losing
preemption of the lower priority traffic.
1.1.5 Message Size
The question is often asked: "If one increases packet
size, and decreases message size until the two become the
same, will not the difficult message reassembly problem be
removed?" The answer is that, perhaps unfortunately, message
size and packet size are almost unrelated to reassembly.
We have already noted the relationship between delay
and packet size. Delay for a small priority message is, to
first order, proportional to the packet size of the other
traffic in the network. Thus, small packets are desirable.
Larger packets become desirable only when lines become so
long
or
fast that propagation delay is larger than
transmission time.
Message size needs to be large because the overhead on
messages is significant. It is inefficient for the nodes to
have to address too many messages and it may be inefficient
for Hosts to have too many message interrupts. The upper
limit on message size is what
can
conveniently
be
reassembled, given node storage and network delays.
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When a channel has an appreciable delay, it
is
necessary to buffer several pieces of data in the channel at
one time in order to obtain full utilization of the channel.
It makes little difference whether these pieces are called
packets which must be reassembled or messages which must be
delivered in order.
We do not feel that the choice between single- and
multi-packet messages is as important as all the controversy
on the subject would lead one to believe.
There is
agreement that buffering many data units in transit through
the network simultaneously
is
a
necessity.
Having
multi-packet messages is probably more efficient (as the
extra level of hierarchy allows overhead functions to be
applied at the correct, i.e., most efficient, level); having
single-packet messages probably offers the opportunity for
finer
grained
storage
allocation
and
flow control
mechanisms.
1.1.6 Multiplexing and Addressing
To this point in our paper, we have not been very
specific about whether the above- mentioned flow control,
sequencing, error control, etc. mechanisms were performed
for each pair of communicating processes, or whether several
processes communicating between a given pair of source and
destination nodes share a set of these control mechanisms.
The tradeoff is between overhead and precision of control.
If many conversations are multiplexed on each instance of a
source to destination control mechanism,
the
control
overhead is lower than if each conversation has its own
control mechanism.
On the
other
hand,
if
several
conversations are multiplexed on the same control mechanism,
all the conversations tend to have to be treated equally
(e.g., if one is stopped, all are stopped); while if each
conversation has its own control mechanism, exact decisions
about the allocation of various resources to the various
conversations can be made. To give some examples of the
latter, conversations over separate control mechanisms can
be given differing allocations, priorities, treatments of
error conditions, etc.
Another issue is the management of the space available
for control mechanisms when it is insufficient to handle the
number of conversations competing for the communications
channel. Should late-comers be left out until resources are
available, or should some way be found to multiplex the
available control mechanisms in time among the demanding
conversations? We believe the latter should be done.
The
key here is to not allow users to explicitily acquire and
hold resources (e.g., control mechanism space) needed for
interprocess communication.
Instead, the system should
notice which
users
are
actively
communicating
and
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dynamically
gather
the
needed
resources by garbage
collecting the resources previously being used by users
which appear inactive. This dynamic assignment of resources
is obviously not fundamentally different from the scheduling
of any limited resource in an operating system (e.g.,
memory, CPU cycles, the I/O channel to the disk) and
therefore has all the normal possibilities for thrashing,
unfairness, and so on if care is not taken.
i
Once decisions in all of
the
above
areas
of
multiplexing are made, one must choose the addressing
mechanism and formats to be used.
This is usually quite
straightforward.
The main point here is that addressing
comes last; but very often we see designs begun by choosing
the addressing system and format. A similar statement can
be made about the choice of all other message formats.
1.2 Division of Responsibility Between Subnetwork and Host
In the previous section we discussed a number of issues
of end-to-end procedure design which must be considered
wherever the procedures are implemented, whether in the
subnetwork or in the Hosts. In this section we discuss the
proper division of responsibility between the subnetwork and
the Hosts.
1.2.1 Extent of Message Processing in the Subnetwork
There has been
considerable
discussion
in
the
packet-switching community about the amount and kind of
message processing that should be done in communications
subnetworks.
An important part of the ARPA Network design
which has become controversial is the ARPA Network system of
messages and packets within the subnetwork, ordering of
messages, guaranteed message delivery, and so on.
In
particular, the idea has been put forth that such functions
should reside at Host level rather than subnetwork level
(Pouzin 73, Cerf 74a, Cerf 74b).
We summarize
the
principle
usually
given
for
eliminating
message processing from the communications
subnetwork: a) for complete reliability, Hosts must do the
same jobs, and therefore the nodes should not; b) Host/Host
performance may be degraded by the nodes doing these jobs;
c) network interconnections may be impeded by the nodes
doing message processing; d) lockups
can
happen
in
subnetwork message processing; e) the node would become
simpler and have more buffering capacity if it did not have
to do message processing.
The last point is true although the
extent
of
simplification and the additional buffering is probably not
significant, but we believe the other statements are subject
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to
some
question.
We have previously
(Crowther 74,
McQuillan 74b) given our detailed reasons for this belief.
Here we simply summarize our main contentions about the
place of message processing facilities in networks:
a. A layering of functions, a hierarchy of control, is
essential in a complex network environment. For efficiency,
nodes must control subnetwork resources, and Hosts must
control
Host
resources.
For reliability, the basic
subnetwork environment must be under the effective control
of the node program — Hosts should not be able to affect
the usefulness of the network to other
Hosts.
For
maintainability, the fundamental message processing program
should be node software, which can be changed under central
control and much more simply than all Host programs. For
debugging, a hierarchy of procedures is essential, since
otherwise the solution of any network difficulty will
require investigating all programs (including Host programs)
for possible involvement in the trouble.

^^

b. The nature of the problem of message
processing
does not change if it is moved out of the network and into
the Hosts; the Hosts would then have this very difficult job
even if they do not want it.
c. Moving this task into the Hosts does not alleviate
any network problems such as congestion, Host interference,
or suboptimal performance but, in fact, makes them worse
since the Hosts cannot control the use of node resources
such as buffering, CPU bandwidth, and line bandwidth.
d. It is basically cheaper to do message processing in
the nodes than in the Hosts and it has very few detrimental
effects.
1.2.2 Peripheral Processor Connections

I

(

_

In a number of cases, an organization has desired to
connect a large Host to a network by inserting an additional
minicomputer between the main Host and the node.
The
general notion has been to locate the Host-Host transmission
procedures in this additional machine, thus relieving the
main Host from coping with these tasks. Stated reasons for
this notion include:
It is difficult to change the monitor in the main Host,
and new monitor releases by the Host manufacturer post
continuing compatibility problems.
Core or timing limitations exist in the main Host.
It is desirable to use I/O arrangements that may
already exist or be available between the main Host and
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the additional mini (and between the mini and the node)
to avoid design or procurement of new I/O gear for the
main Host.
While this approach may sound good in principle,
in
fact, may be the only possible approach in
instances, it often leads to problems.

and,
some

First, the I/O arrangements between the main Host and
any preexisting peripheral processor were not designed for
network connection and usually present timing and bandwidth
constraints
that
greatly
degrade
performance.
More
seriously, the logical protocols that may have preexisted
will almost certainly preclude the main Host from acting as
a general purpose Host on the network. For instance, while
initial requirements may only indicate a need for simple
file transfers to a single distant point, requirements tend
to change in the face of new facilities, and the network
cannot then be used to full advantage (Cerf 74b),
Second, the peripheral processor and its software are
often
provided
by
an
outside group, and the Host
organization may know even less about their innards than
they know about the main Host.
The node is centrally
maintained, improved, modified, and controlled by
the
Network Manager, but the peripheral processor, while an
equally foreign body, is not so fortunate. This issue alone
is crucial; functions that do not belong in the main Hosts
belong in centrally monitored network equipment. Note that
it is exactly those Host groups who are unwilling to touch
the main Host's monitor who will be unlikely to be able to
make subtle improvements in the protocols, error message
handling and timing of the peripheral processor.
From a
broader economic view, common functions belong in the
network and should be designed once;
the
peripheral
processor approach is a succession of costly special cases
and the total b cost is greatly escalated.
The long term solution to the dilemma is to have the
various
manufacturers
support
hardware
and software
interfaces that connect to widely used networks.
This is
not likely to occur until commercial networks exist and are
widely available.
In
the
meantime,
potential
Host
organizations that wish to use early networks (like the ARPA
Network) should try to find ways to put the network
connection directly into the main Host. An anthropomorphic
illustration may be helpful: the network is, among other
things, a set of standardized protocols or languages. A
potential network Host is in the position of a person who
needs to have dealings with people who speak a language he
does not know. If he does not want to learn the language,
he can indeed opt for using an interpreter, but performance
is poor, the process is very inconvenient, expensive, and
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unpleasant,
and
subtle meaning is always lost.
The
situation is quite similar when a Host tries to work through
a peripheral processor. If a Host wishes to interact with a
network, it is usually unrealistic to try to make the Host
think that the network is a card reader or some other
familiar peripheral. As usual, you get what you pay for.
1.2.3 Other Message Services

i

One commonly suggested design requirement is
for
storage
in the communications subnetwork, usually for
messages which are currently undeliverable because a Host or
a line is down.
This requirement should have no effect
whatsoever on the design of the communications part of the
network; it is an orthogonal requirement which should be
implemented by providing special storage Hosts at strategic
locations in the network. These can be at every node, at a
few nodes, or at a single node, depending on the relative
importance of reliability, efficient line utilization, and
cost.
Another commonly suggested design requirement is for
the communications subnetwork to provide a message broadcast
capability; i.e., a Host gives a message to its node along
with a list of Host addresses and the nodes somehow send
copies to all the Hosts in the list. Again we believe that
such a requirement should have no effect on the design of
the communications part of the network and that messages to
be broadcast should be sent to a special Host (perhaps one
of the ones in the previous paragraph) for such broadcast.
1.3 The ARPA
Algorithms

Network

Source-to-Destination

Transmission

In this section we describe the mechanisms by which the
IMPs in the ARPA Network manage the flow of data from a
source Host to a destination Host.
1.3.1 The ARPA Network Message Format
In the ARPA Network, a Host presents messages to the
IMP to which the Host is directly connected. These messages
must be less than about 8100 bits long, and the messages are
transmitted between the Host and IMP over the Host/IMP
interface which is rigorously defined in (BBN 74).
This
interface has two parts, the hardware part and the software
part.
The hardware part of the Host/IMP interface itself has
two parts, a standard portion supplied with the IMP which is
(almost) identical for all Hosts and a special portion
supplied by the Host.
For simplicity and power, the
standard interface has been defined to be full-duplex.
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Electrically, the standard interface follows a bit-by-bit
handshaking procedure. The procedure is something like "I'm
ready to send a bit."
"I'm ready to receive a bit."
"Here's the bit." "I got the bit." "Goodi" The procedure
also provides for saying "That's the last bit in the
message." In our opinion this procedure is important.
The
ARPA Network has to connect together all kinds of different
computers with different word lengths, different speeds,
different loading, and so forth; and it is desirable to
place only minimal constraints on the Hosts' behavior.
The
above procedure permits this. The asynchronous, bit-by-bit
serial interface permits both the Host and the IMP to be
able
to
start and stop transmission whenever it is
necessary.
Incidentally, the IMP's side of the above
procedure is implemented entirely with hardware.*
The software interface between an IMP and a Host is
also simple, using a minimum number of control messages.
The Host specifies to its IMP the destination of a message
and a few other things in the first 32 bits of the message,
called the leader. Messages arriving at the Hosts have the
same information in the first 32 bits of the messages except
the destination is replaced by the source.
Neither the hardware nor the software interface between
the IMP and the Host places any constraint on the content of
messages other than that they must have legal leaders and
must have less than the maximum length. In other words,
messages may be sent through the
network
containing
arbitrary sequences of bits.
An IMP breaks messages arriving from its Hosts into
packets 1000 or less bits long.
As the IMP segments a
message into packets, it appends to the front of each packet
some control information called the header. The header
contains the destination, the packet number within the
message, a message sequence number which is used for
reconstructing the message stream as the messages arrive at
the
destination, and other control information
(e.g.,
priority information) copied from the message into each
constituent packet.
This message segmentation and message
reconstruction is completely invisible to the Hosts in the
ARPA Network implementation of messages and packets.
*An optional synchronous Host/IMP
interface
is
also
available as described in Appendix F of (BBN 74). It is
considerably more complicated, less flexible, and slower
than the normal asynchronous, serial interface; and its use
is recommended only when an
communications
interface
suitable for operation over long distances is required.
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1.3.2 The ARPA
Procedure

Network

Source-to-Destination

15

Transmission

We have already
noted
that
the
ARPA
Network
implementation uses the technique of breaking messages into
packets to minimize the delay seen for long transmissions
over many hops. The ARPA Network implementation also allows
several messages to simultaneously be in transit1 between a
given pair of Hosts. However, the several messages and the
packets within the messages may arrive at the destination
IMP out of order, and in the event of a broken IMP or line,
there may be duplicates.
The task of the ARPA Network
source-to-destination
transmission procedure is to reorder
packets and messages at their
destination,
to
cull
duplicates, and after all the packets of a message have
arrived, pass the message onto the destination Host and
return an end-to-end acknowledgement called a Ready for Next
Message (or RFNM) to the source.
Up to eight messages are allowed to be in transit from
a given source Host to a given destination Host at one time.
There is a Host/Host specific sequence number (which we call
the message number) assigned out of a message number space
of 256 to each message by the source IMP.
The destination
IMP has a window of eight acceptable message numbers out of
this message number
space
of
256.
Messages
with
out-of-range message numbers, as well as duplicate messages
and duplicate packets, are discarded at the destination IMP.
Ready For Next Messages messages are returned for each
message correctly received. The Hosts know nothing about
these message numbers: they are used internally by the
communications subnetwork of IMPs to order message delivery
into the destination Host.
It is is desirable to have a priority path as well as a
normal path between pairs of Hosts. This is provided in the
ARPA Network through use of a second message number between
each pair of Hosts. Thus there are two independent message
number streams between a pair of Hosts and messages in one
stream (e.g., the priority stream) can be used faster than
message numbers in the other
(e.g., the normal stream)
without interference between the two streams.
In addition to the window of acceptable message numbers
that the source and destination IMPs maintain, there is a
set of bits corresponding to outstanding messages.
The
source IMP keeps track of whether a response has come in (in
the form of a Ready for Next Message typically) for each
message sent.
The destination IMP keeps track of whether
the message is complete (that is, whether all the packets
have arrived).
The source IMP also times out the message
number, and if a response has not been received for a
message for too long (e.g., thirty seconds), the source IMP
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sends a control message with the timed-out message number
questioning the possibility of an incomplete transmission.
The destination IMP must always return a Ready for Next
Message for such a control message stating whether it saw
the original message or not, and the source IMP will send
the message number in question every few seconds until it
receives a response or one or the other of the IMPs decides
that things are hopelessly deadlocked and imore massive
corrective action is required (this is discussed below).
This technique allows the source and destination IMPs to be
synchronized in the event of a lost message or Ready For
Next Message. It should be noted that this kind of failure
is very infrequent, and happens only when an intermediate
IMP fails and in doing so destroys a message.
Of course, as mentioned earlier, the very control
messages
used
for
duplicate detection, lost message
detection, and order control, must themselves be controlled
for
duplication,
loss, and order.
The ARPA Network
algorithms do this.
If the IMPs placed no restriction on the number of
messages that could simultaneously be in transit to a given
destination IMP other than the Host/Host message number
window of eight mentioned above, reassembly storage at the
destination IMP could be completely used up by partially
reassembled messages from several Hosts, and the IMPs
neighboring
the
destination
IMP
could
fill
with
store-and-forward packets for the destination IMP. Once
this kind of congestion developed, a lockup which has been
called reassembly lockup can easily occur when the missing
packets for the messages being reassembled are held two or
more hops away form the destination. This phenomenon has
been discussed extensively in (Kahn 71).
The IMPs control such congestion by a method based on
strict allocation of destination IMP storage. When an IMP
has a multi-packet message to send, it first sends off a
"request
for
allocation" of reassembly space to the
destination IMP.
Some time later it will receive an
"allocate" message which means the destination IMP has
reserved space in which to reassemble the multi-packet
message and then the source IMP can send the multi-packet
message. This procedure ensures that the destination is
never swamped and the reassembly lockup will not occur.
The request/allocate sequence does introduce a certain
amount of overhead, however, for multi-packet messages.
Since it is desirable to provide as much bandwidth as
possible for multi-packet message, a mechanism is provided
such that there is no necessity for the "request for
allocation" in the case of later messages in a steady stream
of traffic.
When the destination IMP
has
given
a
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multi-packet message to one of its Hosts, it returns a Ready
For Next Message to the source and at the same time
allocates
reassembly
storage for an anticipated next
message. The source IMP receives, in- effect, a new allocate
with the Ready For Next Message and if the source Host sends
another message to the destination within 125 milliseconds,
the message can be transmitted without waiting for the
"request for allocation/allocate" sequence. Ifi the source
Host waits too long, the source IMP will return the
allocation to the destination IMP with a "give back"
message.
After this, the next time the Host tries to send,
the IMP will again transmit a "request for allocation" and
wait for an "allocate" before proceeding.
For single-packet messages it is possible to do away
with some of the delay inherent in the "request for
allocation" mechanism used for multi-packet messages.
The
single-packet messages can be sent along with their "request
for allocation", if a copy of the message is saved at the
source IMP. If the destination IMP can take the message, it
does so immediately and returns a Ready For Next Message to
the
source.
If there is not enough storage at the
destination, the destination IMP discards the messages, and
it sends back an "allocate" when storage becomes available.
When the source IMP receives this allocate, it retransmits
the message (without the request indication this time).
This modified mechanism used for single packet messages is
logically identical to that used for multi-packet messages,
but it is optimized to take advantage of the highly probable
case that the destination will be able to immediately find
storage of a single packet.
Once again, and as noted before, all the allocation
control messages must themselves be allocated if deadlocks
are to be avoided, and the ARPA implementation does this.
1.3.3
The
ARPA
Network
Data
Source-to-Destination Transmission

i-

Structures

for

In order to successfully and efficiently handle the
large number of conversations with various Hosts that can be
simultaneously in progress, all of the data structures in
the IMP associated with message processing take the form of
blocks dynamically gathered from a pool of blocks, each
containing a few words of storage.
The alternative of
keeping linear tables indexed by IMP, Host, or anything else
as the network becomes large is prohibitively expensive.
One example of such a dynamic data structure is the
transaction block which the source IMP creates when a
message is initiated. This block keeps track of whether the
message has a copy kept at the source, whether it needs an
allocate, and so on. A key function of the transaction
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block is to hold a copy of the message header to identify
the message. When a Ready For Next Message returns from the
destination, a Ready For Next Message for the source Host
can be formatted in place in the transaction block, solving
a difficult storage allocation problem. The transaction
blocks can be on a free list, on an active list (i.e.,
message outstanding), or on a Host queue (i.e., Ready For
Next Message to be sent). In addition, they can hold the
information as to whether an "allocate" was sent back with
the Ready For Next Message.
Another example of a dynamic block is the reassembly
block which is kept at the destination IMP for the purpose
of ordering the packets of a multi-packet message.
It
likewise contains the message header and a list of which
packets have arrived.
If none have arrived yet,
it
constitutes a record of an allocation that has been sent to
a particular Host or IMP. It can also be on several queues:
a free list, an active list, or a (theoretically) on a Host
queue (this last is an implementation option which was not
chosen in the case of the IMP system). Notice that in each
of these cases, that of the transaction block and the
reassembly block, that the data structure represents an
important resource. There can only be a finite number of
blocks; their use must be allocated among several competing
source and destination Hosts;
critical
questions
of
efficiency and fairness arise in the process of block
allocation.
In keeping with this general philosophy of table
structure, message blocks are used to keep track of the
Host/Host message numbers. Thin concept allows the set of
Hosts on an IMP to send messages to an arbitrary number of
other Hosts over a wide range of addresses, with a limited
number
of message blocks.
Several issues arise with
consideration to dynamic message blocks:
There must be control messages between the source and
destination IMPs of the form "get a block" and "got a
block", in order to establish a "conversation" between a
given pair of Hosts on the two IMPs.
There must be an error control mechanism to
detect
duplicate or missing "get a block" and "got a block"
messages.
Once a conversation is established, messages can flow.
Then there must be a technique to distinguish messages in
this conversation from old duplicates from a previous
conversation between this pair of Hosts. The messages and
packets must carry some identifying number for
this
purpose.
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Conversations should be able to be broken by either end if
an IMP finds its storage for message blocks filling up.
The messages to do this, we call them "do a reset" and "did
a reset", must also be error-controlled.
Conversations should begin without undue startup delay.
The dynamic tables should be simplex; that is,
one
directional
message numbers should be used to avoid
deadlocks of the form A tries to talk to B, B tries to talk
to C, C tries to talk to A, and none of A, B, or C have any
more free blocks to use to begin a new conversation.
The tables should be fast to access at both the source
destination IMPs.

and

The method used the the ARPA Network for implementing
this system is based on a small pool of blocks, each of
which carries a "use number", four bits wide, permanently
associated with the block. All packets exchanged between
IMPs carry the block number to be used in processing the
packet and the use number.
As explained in more detail
below, these numbers provide the key information necessary
for error control in a dynamic block environment.
The system works as follows: When a Host at an IMP
gives its IMP a message, the IMP first looks to see if a
block exists for that source Host to that destination IMP
and Host.
Instead of searching through all blocks, a
"bucket sort" (a simple hash) is performed, to cut the
average search length by some number (by 16 in actual fact)
using a few bits of the key (source Host, destination IMP,
destination Host) to begin the sort.
It then checks
successive blocks in the bucket led to by the sort (all the
blocks in a single bucket are actually chained together for
speed of access). If no block is found already to exist for
this key, a new block must be acquired at both the source
and destination IMPs for this Host/Host conversation.
The
source IMP gets a block from the list of free blocks (the
case of no free blocks is discussed later). It puts the new
block at the top of the bucket (head of the chain) it just
searched.
The program then copies in
all
the
key
information, adds one to the use number of the block,
initializes the transmit message number entry, turns on a
bit to indicate the block is not yet in use, and calculates
the index of the block it found.
The program then constructs a "get a block" message
which includes the index number calculated just above and
the use number from the block and sends the "get a block"
message to the destination IMP. The source IMP then waits
for an answering "got a block". The "get a block" must be
retransmitted every few seconds if no answer returns. When
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a "got a block" is returned, the initialization bit is
cleared, and the foreign block and use number which arrived
in the "got a block" are copied into the source block.
Now
the message can be send using the message number window,
allocation, and ordering techniques described above.
At the destination IMP, when a "get a block" is
received, the program tries to get a free block. If the
free list is empty, nothing more is done (in effect, the
"get a block" request is ignored).
If a free block is
available, all the key data carried in the "get a block" is
copied into the block and a "got a block" message is
constructed including the key data and sent to the source.
When the source IMP sends a packet to the destination,
it carries the foreign block number and use number which are
kept in the source block. The destination IMP uses this
number to calculate the address of its message block and
verifies the key information including the use number.
In
all other ways, the logic discussed above for accepting
packets within the message number window is followed.
When
a Ready For Next Message is generated at the destination
IMP, it carries back the block number and use number kept in
the destination block. This allows the source IMP to find
its block and detect duplicate Ready For Next Messages in a
simple manner.
We have explained how blocks are acquired. It is also
necess-ary to discard blocks. There are two timers in the
transmit and receive block.
One counts two seconds of
inactivity, the other two minutes of inactivity. A block
may be discarded after two seconds of idle time, and a block
must be discarded after two minutes of idle time. The two
second
timer
serves
the
function
of
quickly
time-multiplexing the use of the dynamic blocks by many
different conversations.
The two-minute timer is used
merely in a background manner to refresh the pool of free
blocks by garbage collecting
blocks
associated
with
conversations
long inactive, thus avoiding more often
expensive searches for a free block at the instant a new
free block is required. The two-minute timer could be made
longer if desired to allow Hosts to pause longer in a
conversation
without
incurring some setup delay; the
two-second timer value is more critical. If, as we assume,
duplicate packets may arrive at an IMP up to thirty seconds
after initial arrival, then a mechanism is needed to allow
blocks to be created and deleted more often than every
thirty seconds that protects against the same pair of Hosts
using the same block twice and not catching a duplicate.
The 4-bit use number allows sixteen cycles of acquisition
and discard of the same block in any thirty second interval.
Therefore, at least two
seconds
must
elapse
after
acquisition of a block before it can be discarded. The rule
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that the message number must be idle for two seconds before
a block can be discarded is actually stronger, but it seems
a good rule to prevent thrashing and inefficiencies.
The
two
minute
timer
serves
to
keep
everything
in
synchronization in steady steady state (actually the timer
runs for two minutes on the transmit side and for slightly
longer on the receive side to prevent races).
The best policy to follow for choosing when to delete
blocks seems to be for an IMP to attempt to find deletable
blocks (either transmit or receive) when its free block list
goes below some clip, say 10% of the total pool. When this
happens, if the program can locate a transmit block that can
be
deleted
it
sends out a "reset" message to the
destination, which causes the destination to discard its
block and to send a "reset reply" back to the source which
causes the source to discard its block.
If the program
finds a receive block to delete, it sends a "reset request"
message to the source which then follows the above protocol
for performing a reset.
On all these message, the block
number and use number provide duplicate detection facility,
since a given block with a particular use number can only be
reset once.
At this point, it is worth noting the duplicate
detection mechanism applied to the "get a block" and "got a
block" messages. The "get a block" carries no identifying
information other than the addresses of the source and
destination and the source block number and use number.
If
a duplicate arrives during the conversation it initiated, it
can be detected; likewise, if it arrives during any other
later conversation between those two Hosts it can be
detected. The only problem arises if the "get a block"
duplicate arrives at the destination when no block exists
between the two Hosts. Then the destination IMP must get a
block and return a "got a block" to the source. If the
source receives a "got a block" when it is not expecting
one, it must send out a "reset" to clear the destination.
This fixes the problem, and since the program ignores
"reset" and "reset reply" messages which do not match the
block and use number then active, it also takes care of the
case of duplicate "got a block" messages and unwanted
"reset" and "reset reply" messages generated to deal with
these circumstances.
This concludes our discussion of dynamic
message
blocks.
They do not present a large penalty in storage,
delay or packet size; they are reliable because they are
maintained dynamically and all communications are error
controlled; they allow the available blocks to be quickly
multiplexed in time among a number of conversations (albeit
at reduced performance for each conversation) rather than
shutting some conversations out as the available message
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transmission resources become fully used; and they allow
separate message numbers between each Host/Host pair even
when the total number of Hosts in the network is beyond a
number where fixed linear tables indexed by Host would be
possible. In fact, expanding on the final point, the
dynamic message block mechanism permits multiple message
number streams between a given Host/Host pair.
The ARPA
implementation currently permits two, one priority stream
and one normal stream; but additional streams are easy to
imagine (e.g., special "permanent" streams which cannot be
preempted after two seconds, streams which
follow
a
different ordering or retransmission criteria or even lack
of one, streams which have varying message number windows
depending perhaps on stated Host needs). Altogether, the
dynamic message block mechanism appears to permit very
flexible and reliable operation. For further information on
these techniques, see (McQuillan 74b).

