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1 The Routing Algorithm
The fundamental step in designing a routing algorithm
is the choice of the control regime to be used in the
operation of the algorithm. Non-adaptive algorithms make no
real attempt to adjust to changing network conditions; no
routing information is exchanged by the nodes, and no
observations or measurements are made at individual nodes.
Centralized adaptive algorithms utilize a central authority
which dictates the routing decisions to the individual nodes
in response to
network
changes.
Isolated
adaptive
algorithms operate independently with each node making
exclusive use of local data to adapt to changing conditions.
Distributed
adaptive
algorithms
utilize
internode
cooperation and the exchange of information to arrive at
routing decisions.*
1.1 Non-adaptive Algorithms
Under this heading come such techniques as fixed
routing, fixed alternate routing, and random routing (also
known as flooding or selective flooding).
Simple fixed routing is too unreliable to be considered
in practice for networks of more than trivial size and
complexity. Any time a single line or node fails, some
nodes become unable to communicate with other nodes. In
fact, networks utilizing fixed routing always assume manual
updates (as necessary) to another fixed routing pattern.
However, in practice this means that every routine network
component failure becomes a catastrophe for operational
personnel, every site spending frantic hours
manually
reconstructing routing tables (Grange 74).
At their best, in the absence of network component
failure, fixed routing algorithms are inefficient. While
the routing tables can be fixed to be optimal for some
traffic flow, fixed routing is inevitably inefficient to the
extent that network traffic flows vary from the optimal
traffic flow.
Unreliability and inefficiency are also
characteristic of two alternative techniques to
fixed
routing
which fall under the heading of non-adaptive
algorithms: fixed routing with fixed alternate routes and
random routing (McQuillan 74a).
Non-adaptive algorithms are all extremely simple and
can therefore be implemented at low cost. They are thus
possibly
suitable
for
hardware
implementation,
for
*A much more detailed
74a) .
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theoretical analysis, and for studying the effects
varying other network parameters and algorithms.

of

In conclusion, we do not recommend non-adaptive routing
for most networks because it is unreliable and inefficient.
Despite these drawbacks, many networks have been proposed or
begun with non-adaptive routing, generally because it is
simpler to implement and to understand.
Perhaps this
tendency will be reversed as more information about other
routing techniques is published and as network
technology
generally grows more sophisticated.
1.2 Centralized Adaptive Algorithms
In a centralized adaptive algorithm, the nodes send the
information needed to make a routing decision to a Routing
Control Center (RCC) which dictates its decision back to the
nodes
for actual use.
The advantages claimed for a
centralized algorithm are: a) the routing computation is
simpler to understand than a non-centralized algorithm, and
the computation itself can follow one of several well known
algorithms, e.g.
(Floyd 62); b) the nodes are relieved of
the burden and overhead of the routing computation; c) more
nearly
optimal
routing
is
possible because of the
sophistication that is possible in a centralized algorithm;
and d) routing "loops" (a possible temporary property of
distributed algorithms) can be avoided.
Unfortunately, the processor bandwidth utilization at
the center is likely to be very heavy. The classical
algorithms that a centralized approach might use generally
run in time proportional to N to the third (where N is the
number of nodes in the network), while their distributed
counterparts can run (through parallel execution) in time
proportional to N to the second. While it may be a saving
to remove computation from the nodes, it may riot be possible
to perform a cubic computation on a large network in real
time on a single computer, no matter how powerful (McQuillan
74a) .
The claim that more optimal routing is possible with a
centralized approach is not true in practice. To have
optimal routing, the input information must be completely
accurate and up-to-date.
Of course, with any realistic
centralized algorithm, the input data will no longer be
completely
accurate
when
it arrives at the center.
Similarly, the output data — the routing decisions —
will
not go into effect at the nodes until some time after they
have been determined at the center.
Distributed routing algorithms, whether fixed random,
fixed alternate, or adaptive, may contain temporary loops,
that is, a packet may traverse a complete circle while the
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algorithm
adapts
(or
simulates
adaptation in fixed
strategies) to network change.
Proponents of centralized
routing often argue that such loops can best be avoided by
centralization of the computation. However, because of the
time lags cited above, there may indeed be loops during the
time of propagation of a routing update when some nodes have
adopted the new routes and other nodes have not.
A centralized routing algorithm has several inherent
weaknesses in the updating procedure, the first . being
unreliability. If the RCC should fail, or the node to which
it is connected goes down, or the lines around that node
fail, or a set of lines and nodes in the network fail so as
to partition the network into isolated components, then some
or all of the nodes in the network are without any routing
information.
Of course, several steps can be taken to
improve on the simple centralized policy.
First, the RCC
can have a backup computer, either doing another task until
a RCC failure, or else on hot standby.
This is not
sufficient to meet the problem of network failures, only
local outages, but it is necessary if the RCC computer has
any appreciable failure rate. Second, there can be multiple
RCCs in different locations throughout the network, and
again the extra computers can be in passive or active
standby. Here there is the problem of identifying which
center is in control of which nodes, since the nodes must
know to which center to send their routing input data.
A related difficulty with centralized algorithms lies
in the fact that when a node or line fails in the network,
the failed component may have been on the previously best
path between the RCC and the nodes trying to report the
failure. In this case, just at the time the RCC needs
routes
over
which
to
receive and transmit routing
information, no routes are available; the availability of
new
routes
requires
the
very
change
the RCC is
unsuccessfully attempting to distribute.
Solutions which
have been proposed to solve this "deadlock" are slow,
complicated, awkward, and frequently rely on the temporary
use of distributed algorithms (Gerla 73).
Finally, centralized algorithms can place heavy and
uneven demands on network line bandwidth; near the RCC there
is a concentration of routing information going to and from
the RCC. This heavy line utilization near the center means
that centralized algorithms do not grow gracefully with the
size of the network ana, indeed, this may place an upper
limit on the size of the network.
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1.3 Isolated Adaptive Algorithms
One of the primary characteristics of an isolated
algorithm which attempts to adapt to changing conditions is
that it takes on the character of a heuristic process: it
must "learn" and "forget" various facts about the network
environment. While such an approach may have an intuitive
appeal, it can be shown rather simply that heuristic routing
procedures are unstable and are therefore not of interest
for most practical network applications. The fundamental
problem with isolated adaptive algorithms is that they must
rely on indirect information about network conditions, since
each node operates independently
and
without
direct
knowledge of or communication with the other nodes.
There are two basic cipproaches to
be
employed,
separately or in tandem, to the process of learning and
forgetting. We call these approaches positive feedback and
negative feedback.
One way to implement positive feedback
was suggested by Baran as part of his hot-potato routing
doctrine
(Baran 64).
Each node increments the handover
number in a packet as it forwards the packet.
Then the
handover number is used in a "backwards learning" technique
to estimate the transit time from the current node to the
source of the packet. Clearly, this scheme has drawbacks
because it lacks any direct way of adapting to changes.
If
no packets from a given source are routed through a node by
thee rest of the network, the node has no information about
which route to choose in sending a message to that source.
In general, as part of a positive feedback loop, the routing
algorithm must periodically try routes other than the
current best ones, since it has no direct way of knowing if
better routes exist. Thus, there must always be some level
of traffic traveling on any route that the nodes are to
learn about, since it is only by feedback from traffic that
they can learn.
The other half of an adaptive isolated algorithm is the
negative feedback cycle.
One technique to use here is to
penalize the choice of a given path when a packet is
detected to have returned over the same path without being
delivered to its destination.
The relation
of
this
technique to the exploratory nature of positive feedback is
evident.
An adaptive isolated algorithm, therefore, has this
fundamental weakness: in the attempt to adapt heuristically,
it must oscillate, trying first one path and then another,
even under stable network conditions.
This oscillation
violates one of the important goals of
any
routing
algorithm, stability, and it leads to poor utilization of
network resources and slow response to changing conditions.
Incorrect
routing
of
the packets during oscillation
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increases
delay
and
reduces
effective
throughput
correspondingly.
There is no solution to the problem of
oscillation in such algorithms.
If the oscillation is
damped to be slow, then the routing will not adapt quickly
to improvements and will therefore declare nodes unreachable
when they are not, with the result that suboptimal paths
will be used for extended periods. If the oscillation is
fast, then suboptimal paths will also be used much of the
time, since the network will be chronically full of traffic
going the wrong way.
1.4 Distributed Adaptive Algorithms
In our experience, distributed adaptive algorithms have
none of the inherent limitations of the above algorithms;
e.g., not the inherent unreliability and inefficiency of
non-adaptive algorithms, nor the unreliability and size
limitations of centralized algorithms, nor the inherent
inefficiency and instability of isolated algorithms. For
example, the distributed adaptive routing algorithm in the
ARPA Network has operated for five years with little
difficulty and good performance.
However,
distributed
algorithms do have some practical difficulties which must be
overcome in order to obtain good performance.
Consider the following example of
a
distributed
adaptive algorithm.
Each node estimates the "distance" it
expects a packet to have to traverse to reach each possible
destination over each of its output lines. Periodically, it
selects the minimum distance estimate for each destination
and passes these estimates to its immediate neighbors. Each
node then constructs its own routing table by combining its
neighbors' estimates with its own estimates of distance to
each neighbor. For each destination, the table is then made
to specify that selected output line for which the sum of
the estimated distance to the neighbor plus the neighbor's
distance estimate to the destination is smallest.
Such an algorithm can be made to measure distance in
hops (i.e., lines which must be traversed), delay, or any of
a number of other metrics including excess bandwidth and
reliability
(of course, for the latter two, one must
maximize rather than minimize).
The above algorithm is
representative of a class of distributed adaptive algorithms
which we consider briefly in the remainder of this section.
For simplicity of discussion we will assume that distance is
measured in hops.
The first point is that distributed algorithms are slow
in adapting to some kinds of change; in particular, the
algorithm reacts quickly to good news, and slowly to bad
news.
If the number of hops to a given node decreases, the
nodes soon all agree on the new, lower, number. If the hop
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count increases, the nodes will not believe the reports of
higher counts while they still have neighbors with the old,
lower values.
This is demonstrated in (McQuillan 74a).
Another point is that there is no way for a node to know
ahead of time what the next-best or fall-back path will be
in the event of a failure, or indeed if one exists.
In
fact, there must be some finite time, the network response
time, between when a change in the network occurs and when
the routing algorithm adapts to the change. This time
depends on the size and shape of the network.
We have come to conclude that the routing algorithm
should
continue
to
use the best route to a given
destination, both for updating and forwarding, for some time
period after it gets worse. That is, the algorithm should
report to the adjacent nodes the current value of the
previous best route and use it for routing packets for a
given time interval. We call this hold down (McQuillan
74a).
One way to look at this is to distinguish between
changes in the network topology and traffic that necessitate
changing the choice of the best route, and those changes
which merely affect the characteristics of the route, like
hop count, delay, and throughput.
In the case when the
identify of the path remains the same, the mechanism of hold
down provides an instantaneous adaptation to the changes in
the characteristics of the path; certainly, this is optimal.
When the identity of the path must change, the time to adapt
is equal to the absolute minimum of one network
response
time, while the ether nodes have a chance to react to the
worsening of the best path and to decide on the next best
path.
This is optimal for any algorithm within the
practical limits of propagation times.*
The routing algorithm is extremely important ro network
reliability,
since if it malfunctions the network is
useless. Further, a distributed routing algorithm has the
property that all the nodes must be performing the routing
computation correctly for the algorithm to be reliable.
A
local failure can have global consequences; e.g., one node
announcing that it is the best path to all nodes.
Routing
messages between nodes must have checksums and must be
discarded if a checksum error is detected.
All routing
programs must be checksummed before every execution to
*This is a very simplified description of hold down. A more
complete description states in detail when hold down should
be invoked and for what duration. Such a description may be
found
in (McQuillan 74a), and more is being learned
(Opderbeck 74).
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verify that the code about to be run is correct.
The
checksum of the program should include the preliminary
checksum computation itself, the routing program,
any
constants referenced, and anything else which could affect
its successful execution. Any time a checksum error is
detected in a node, the node should immediately be stopped
from participating in the routing computation until it is
restored to correct operation again.
1.5 Routing Processing Goals
In this section we outline some of the desirable
characteristics for the processing of routing information.
There are six divergent goals for the routing algorithm, in
its task of accepting the input data about the network and
generating the required output.
Simplicity. Simplicity is the goal we list first,
because
it
assumes
increasing importance as further
requirements are placed on the routing algorithm and the
trend to complexity grows. There are two distinct kinds of
simplicity that are of great value here, and in any computer
algorithm.
First, it is almost essential that the routing
program running in a network be simple enough for a man to
understand what is happening in a given situation. This is
desirable not from the point of view of keeping the man in
control, but merely to permit him to follow the operation of
the algorithm and find problems and suggest improvements in
its performance.
This may sound trivial, but in a very
large network even the most basic measurements and the most
elementary observations are difficult to undertake. Thus it
is useful if the routing algorithm itself does not present
further complexities to the man trying to interpret its
behavior. In practice,.it should be possible to understand
or predict the behavior of the routing algorithm without
difficulty.
For
example,
order-dependent
or
non-deterministic rules may be too obscure to follow,
particularly in a network environment.
The second kind of simplicity that is desirable is
simplicity in the design and structure of the algorithm, so
that it can be coded in a small, simple program. It is more
likely that the program will be efficient and reliable if it
can expressed simply to the computer.
It is always good
software design to write simple programs, and this is
especially true in a network environment, where the programs
must run continuously in real tine, and on many computers.
Reliability. It is critical that the routing algorithm
be reliable in the face of node and line failures. Such
failures must be expected, and, indeed, when they occur the
successful operation of the routing calculation is most
essential.
Therefore,
the
noiTtentary
or
prolonged
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malfunction of any component in the network should not
interfere with the steady, accurate process of calculating
the best routes for traffic in the network. When parts of
the network are isolated from each other, and when they are
reunited, the changeover should be managed smoothly. If a
node fails to receive one or two routing messages due to
line errors or node problems, or receives extra messages, or
erroneous data, the global reliability of the distributed
computation should not be affected.
Steady State Solution.
A basic requirement of any
routing algorithm is that, given a static set of inputs, it
should arrive at a steady state solution which is accurate
and stable.
This is a very elementary goal, but one that
should not be overlooked. The operation of the algorithm
should not be so approximate that its outputs oscillate
under static input conditions.
For instance, random or
heuristic algorithms are undesirable for this reason. Also,
order-dependent algorithms and techniques with many special
cases may not always arrive at the same solution to a given
set of routing input data with slight changes in the
specifications.
Attention to this goal is particularly
important in the early stages of designing an algorithm.
Then, when test cases are being thought up, it is essential
that the algorithm arrive at an accurate and stable solution
for all the simple static tests that can be devised.
This means, for instance, that in thinking about
algorithms
that
should
work
for a network with a
connectivity that is assumed to change, one should test the
algorithm on the following kinds of networks:
single node
loop networks
star networks
tree networks
union of a loop and a tree
union of two loops
series-parallel combinations
and so on. The algorithm should also be tested with various
traffic requirements, such as:
no traffic
one-way traffic along a single path
two-way traffic along a single path
two traffic streams on separate paths
two traffic streams with a line in common
and -so on. The real point hera is that solving the routing
problem for a static problem statement is much easier than
dynamically adaptive routing, and it is also much easier to
verify that it actually performs the algorithm exactly as
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desired.
Adaptation to Change. In a real network, of course,
the determination of the output data outlined above is not a
one-time calculation. As we have pointed out, the routing
algorithm must run continuously, and its input data may
change at any time. This leads us to the next requirement,
that the algorithm be quickly adaptive to changes in network
topology and traffic patterns. This point is of central
importance, since routing for fixed inputs is a trivial
problem by comparison. The computation to determine whether
any paths exist between a pair of nodes must be sensitive to
changes in the configuration of the network.
The circuits
and nodes in the network may fail, isolating some nodes from
others, or there may be an alternate path remaining to
connect them.
That is, traffic should be routed around
broken lines and nodes as long as any path exists to the
desired destination. This may even require that a packet be
returned over a path it has already traveled. For instance,
consider a packet going the short way around a circle from
its source to its destination when a line in the path ahead
breaks. The packet should turn around and go back the other
way around the circle. Likewise, circuits and nodes may be
added to the network, and an adaptive routing algorithm has
the advantage that these changes may happen smoothly and
without any human intervention in the operation of the
network. The algorithm must also be sensitive to changing
traffic levels and patterns, since these will affect trie
computation of the paths of low delay and high capacity.
Adaptation to C'hange - Priority of Routing.
Gr.e
important aspect of the requirement that a routing algorithm
be adaptive to changing network conditions is that it
implies a priority structure to the task processing in the
node computer. Routing must always have higher priority
than packet processing because it my be essential to change
the routes being used to some new routes, especially at
moments
of high traffic load.
If routing cannot be
recomputed because of higher priority tasks, then the
network performance will degrade significantly as congestion
sets in due to out-of-date routing
information.
In
practice, this means that:
1. The input of routing messages must always be
possible.
a. Storage must be reserved for the messages (a
reserve of the common free list is necessary since
the node cannot know ahead of input time whether
the next input will be a packet or a routing
message).
b. The input process must be able to run often so
that messages are not lost.
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2. The output of routing messages must always be
possible.
a. Storage must be reserved for the messages
(this can be dedicated fixed table storage).
b. The output process must be able to run often
enough to send routing messages as required, and
they should have higher priority than any other
transmission.
3. The routing update computation must always be
possible.
a. Storage must be reserved for the routing
update (this also can be dedicated tables).
b. The updating process must be able 'o run
periodically, either on a clock interrupt or
called by the input and output processes which
have been guaranteed to run frequently enough.
Adaptation to Change - Speed. Given that the routing
algorithm is adaptive to changes in the network, there are
further desirable characteristics we can list.
It should
adapt as quickly as possible. Once the pattern of traffic
has changed in the network, the old paths may become
suboptimal, and perhaps even counter-productive, interfering
with other useful traffic. The nodes should decide quickly
and in a harmonious, cooperative manner how to use the
resources of the network. When the routing algorithm mustadapt, it should do so smoothly, without oscillation, and
without creating undue conflicts in other parts of the
network.
Global Optimality. There are other goals in addition
to the local choice of paths of low delay and high
throughput. It is important that the routing algorithm
meets certain global requirements as well. For instance,
the algorithm should lead the nodes in the network to a
global optimum in utilizing shared resources. It is not
enough for an individual node to find a good path to another
node, it must do so in the light of the needs of other nodes
in the network.
It is possible to think up routing
algorithms which stabilize at several operating points in a
given situation, and only one of them is the global best use
of
resources.
A good routing algorithm routes high
bandwidth traffic to achieve the maximum global flow.
Suppose,
as in Figure 1, it is desired to send 50
kilobits/second of traffic from node 1 to node 4 and at the
same time it is desired to send 50 kilobits/second from node
6 to node 5. If the traffic from 6 to 5 as well as the
traffic from 1 to 4 must pass over the link from 6 to 5, the
global flow is 50 kilobits/second. If, however, either the
traffic from 1 to 4 or the traffic from 6 to 5 were to go
around the other way via the link from 2 to 3, the global
flow would be 100 kilobits/second which is the maximum
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global flow under the desired traffic inputs. Of course, it
is clearly best for the 1 to 4 traffic to go via the link
from 2 to 3 since that also minimizes the global delay.

50 Kbs
to 4—B~Q)

©

all lines 50 Kbs

50 Kbs
to 5

Figure 1 Global Optimum Traffic Flow
Fairness. This suggests that the algorithm should be
fair to competition for shared resources.
Of course,
fairness is rather a subjective judgment, but it is vital
that the routing algorithm operating at one node does not
prevent another node from gaining a share of network
services.
Consider Figure 2 in which it is desired to send
1 unit of traffic from node 0 to node 0', from 1 to 1', from
2 to 2', and so on. Clearly the maximal global flow is
attained under this desired loading by stopping all traffic
from 0 to 0' since any traffic from 0 to 0' reduces the
global flow. But this maximum flow assignment is unfair.
Let f be the flow from 0 to 0' and g be the flow from i to
i 1 for i from 1 to N. Then f + g _[]_( 1.
TF = Total flow = f + N*g
Max TF [f=0, g=l] = N
Min TF [f=lf g=0] = 1
Fairness demands that 0 be able to get some traffic to 0',
even
if it decreases the global flow.
It might be
considered fair to give all nodes an equal share of the
available bandwidth, or to allocate bandwidth to each node
in proportion to demand or to available capacity.
For
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instance, one assignment v/hich is certainly fairer than f=0,
g=l is:
f=l/2, g=l/2; TF=(N+l)/2.
A different approach is:
f=l/N, g=(N-l)/N; TF=N-1+(1/N)
which is quite close to the maximum flow for large N.
Each
definition of "fair" has some merits and drawbacks, but the
important point is that the routing algorithm should be
designed to adhere to some fairness doctrine, or else some
traffic will be locked out.

gjtoV

f

\>^_ f**°

g

• 1\

io N'

to 2'

Y

\r

2

9

c)

C)

f~

r

1
1
<:>

0'

to 0'
(>
1

C>

2>•

(>

6
N'

Figure 2 Fairness
1.6 Routing Performance Measures.
In this section, we will take up the question of how to
evaluate the performance of a routing algorithm. We will
use the four basic factors underlying the performance of the
network as a whole in considering the routing algorithm.
The two central concerns are pictured in the diagram below:
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1. How Routing Affects these Goals
2. The Appropriate Metric for Evaluation
Low Delay
ave. round trip delay

High Throughput
fraction of total
bandwidth obtained

Low Cost
$/month membership
$/bit or message

High Reliability
% time disconnected
% messages undelivered

Figure 3 Routing Performance Measures
Delay. As we indicated in the section above on network
delays, the most important point about delay is that
interactive traffic experience the minimum delay possible.
Apart from general considerations such as giving such
traffic higher priority than bulk traffic, what effect can
routing have on delay performance? One way to answer this
question is to review the components of delay introduced
above, and to note what action the routing algorithm can
take with regard to each.
Before giving this list, it
should be noted that the actual values of the variables in
question here may vary enormously from one network to
another, and within a given network. Therefore, some of the
considerations will certainly outweigh others.
1. Propagation delays.
The routing algorithm may keep
track of the speed-of-light delays in the network, which may
vary significantly if there are some long lines, and
certainly if there are satellite links. Although these
delays are fixed and beyond the control of the algorithm, it
can choose paths with the least propagation delay.
2. Transmission delays. The routing algorithm may also
keep track of the bandwidth of the circuits in the network,
to know the transmission
delays
that
packets
will
experience.
Again, these delays are not likely to be
dynamic, but the routing computation can use fast lines and
avoid slow lines where possible.
3. Nodal processing delays. Here delay is more likely to
have a large dynamic range. Some nodes may have different
traffic loads than others by several orders of magnitude,
and the nodes themselves may have different capacities, so
the input queueing delays for processing service may vary.
If this component can be significant, the routing algorithm
should monitor the values for processing delays at the
nodes.
4.
is

Queueing delay. The case of queueing delays on circuits
similar.
There will most certainly be some lines which
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are loaded more heavily than others, and the queueing delays
are inversely proportional to line bandwidth, so long queues
on slow lines lead to very long delays. In both of these
cases, not only can the routing algorithm avoid long delays
by choosing alternate routes, but it is also the major
determinant of processing and queueing delays. That is, the
routing algorithm may be structured to sense the buildup of
these delays and change the routes being used accordingly,
explicitly to reduce the load on individual nodes or lines.
5. Retransmission delays. This case is somewhat similar as
well.
The routing algorithm should adapt to any sizable
number of retransmissions on any circuit, since they affect
many of the other variables.
By reducing the ef "ective
bandwidth of the circuit, retransmissions increase the
processing and queueing delays experienced by all packets.
In this sense, the transmission delay for a given circuit is
not
strictly
constant.
This is especially true for
satellite links used in broadcast mode.
Throughput. The next topic we will examine is that of
network throughput as related to routing. We have stated
that the important goal here is that large data transfers,
as opposed to interactive traffic, gain high throughput. A
list similar to that for delay can be proposed; these are
issues which may be important for the achievement of high
throughput, depending on the kind of network considered:
1. Circuit bandwidth. The routing algorithm must ascertain
the effective bandwidth of the circuits in the paths that it
chooses for high throughput traffic.
This includes such
effects as the use of the line by other nodes, the
deterioration due to retransmissions, and so on.
It is
clear that in this regard the routing program is capable of
much more than a passive measurement role.
Since it is
routing which determines at each node how much traffic to
send over a particular line, it is possible to regulate the
flow over high throughput paths if desired. It is even
possible to ensure that all traffic is long packets and
messages to provide as high a utilization rate as possible,
although sending all interactive traffic by other routes may
penalize it in terms of delays.
2.
Node bandwidth.
bandwidth.

The

same

comments

apply

to

node

3. Buffering. We will assume that routing and flow control
are different operations and are unrelated.
Thus, the
routing program need not be concerned with the existence of
buffering at any level in the network.
4. Multiple paths.
for load-splitting

We have already mentioned the necessity
in certain network situations. It is
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likely to be much more relevant
for
high-throughput
applications than for low-delay traffic, but the technique
of using many paths to a destination is of fundamental
importance.
Cost.
We now turn to a
consideration
of
the
relationship between routing and network cost. There are 3
basic network resources which
the
routing
algorithm
utilizes, and it can take several actions to utilize them
effectively:
1. Line bandwidth. A primary consideration here is that
the routing algorithm elects the paths with the fewest
intermediate nodes, thus minimizing the total line bandwidth
utilization.
This is an important argument, and the basis
for several algorithms based on shortest path routing.
We
should note that this goal may be in direct conflict with
the goals of low delay and high throughput, though there are
often cases, particularly in networks with uniform node and
line characteristics, when shortest path routing is an
excellent policy.
2. Node bandwidth. A second cost factor, similar to the
first, is node bandwidth.
Again, the routing algorithm
which chooses short paths over long ones is at an advantage
here.
In both cases, the routing program would do well to
seek underutilized resources rather than
concentrating
traffic on a few paths.
3. Node storage. The final cost factor is node storage, a
specific
instance of the higher cost of concentrated
traffic. The routing algorithm has the capability to keep
the network queues as short as possible if that is a
specific objective. Avoiding the inefficient use of storage
in overlong queues may also tend to defer problems of
congestion, which also
make
the
network
efficiency
suboptimal.
A different cost consideration is that of network
connectivity.
Here too, the routing algorithm is an
important factor in determining cost, though in a more
indirect fashion.
The cost of connecting the network is
related to how adaptive the routing procedures are in
practice.
For instance, some networks have been proposed
with fixed routing matrices giving two alternate routes to
each node.
In this kind of a network, it is essential to
provide enough connectivity so that nodes are
seldom
declared unreachable by the routing algorithm (this may
happen even though a network path exists between them).
Of
course, this raises the cost of the network. A similar
problem holds for routing algorithms which adapt slowly, or
only with human intervention, or only with some given
probability or accuracy, and so on. When we discuss area
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routing later in Chapter 4, it will be clear that the
problem of rapid and accurate determination of reachability
is an important and difficult problem in networks with
hundreds of nodes or more.
Reliability. The last performance measure we will
discuss is network reliability. Routing can have several
different kinds of effects on reliability.
In terms of
network use, the important measure is the fraction of
messages which are undelivered due to failures in the
communications subnetwork.
The routing program has as its
main function in the network the efficient and reliable
delivery of messages to their destinations. Despite all
kinds of component failures, from lines to nodes to Hosts,
the routing algorithm should continue to deliver messages
properly or report that they are undeliverable because the
destination is unreachable or not functioning.
The parallel requirement concerning the reliability of
network connectivity has been examined in the section above
on network cost.
The appropriate measure here is the
fraction of the time that the routing algorithm is in error
concerning the reachability of some node.
A different set of issues arises in the relationship of
the routing program itself and network reliability. Given
the central role of the routing process in any network, it
is particularly important that routing never break down
altogether, the way most systems, software and hardware,
eventually do.
The reason is clear: if the routing in the
network is incorrect or nonfunctioning, the network is
completely unusable. This means that a different measure of
routing
performance
is
the
percentage
of
network
unavailability that is due to routing algorithm failures.
In summary, the routing program must also be considered as
another module of network software, with some given level of
reliability, which is more sensitive in terms of network
reliability than most other modules, because of its global
impact.
1.7 Routing Cost Measures
There are five basic costs involved in the continuous
operation of a routing algorithm, and they are listed in
Figure 4. All these factors act to reduce the effective
capabilities of the nodes and lines in the network with
regard to the processing of data packets. In other words,
these costs are various kinds of network system overhead.
First, there is the CPU utilization at each node in the
network needed to perform the calculation of the new best
routes to all destinations. Second, there is the delay at
each node associated with the processing of the routing
information, introducing delays in the
processing
of
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packets. Third,, there is the storage needed at each node as
a data base for the routing calculation, and for the
exchange of routing information with other nodes. Fourth,
there is the line bandwidth used for the exchange of routing
information between nodes. Finally, there is the line delay
caused by the fact that sometimes a routing message is being
transmitted at a time when a data packet is queued. We will
now consider each of these costs in more detail.
Nodal Bandwidth
bits/sec/node

Line Bandwidth
bits/sec/line

Nodal Delay
sec/node

Line Delay
sec/line

Nodal Storage
bits/node
Figure 4 Routing Costs
Line Bandxvidth. The first cost factor to consider is
the fraction of the available line bandwidth needed to
exchange routing messages between nodes.
Clearly, this
bandwidth is a function of the size of the routing message
and its frequency:
BWCr = Br*Fr
Depending on the algorithm, one may choose also to make the
bandwidth used for routing a fixed number of bits per
second, regardless of available line bandwidth, or one may
wish to keep the bandwidth used for routing below some
acceptable overhead fraction of the line bandwidth.
Thus,
on slow lines, routing would be sent less often or in an
abbreviated form. One may also choose different priority
strategies for the transmission of routing. As we have
pointed out, routing messages are very important, and should
probably take precedence over most other traffic. However,
it may be desirable to specify that some classes of
transmission take priority over routing messages. In this
way/ the routing messages need not introduce added delays to
special high-priority messages, though they still represent
a reduction in the effective bandwidth of the communications
circuits.
Line Delay.
Next we examine the added delays on
circuits caused by the transmission of routing messages.
Consider a single line with one routing message of length Br
sent with frequency Fr per second, and a very light data
traffic load. Then the probability of a data packet having
to wait is the ratio of the time duration in which routing
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is being sent to the routing period. For a given
bandwidth BWC, this probability of line delay is:
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circuit

BWCr/BWC = Br*Fr/BWC.
Given that a packet must wait, the average wait is half
maximum, or

the

ALD = Br/(2*BWC).
The expected line delay is the product of the probability of
line delay and the average line delay:
ELD = (BWCr/BWC)*ALD.
That is,
ELD = (Br*Br*Fr)/(2*BWC*BWC).
This means that the delay to packets due to routing messages
increases as follows:
linearly with increasing routing frequency,
quadratically with increasing routing message length,
quadratically with decreasing line bandwidth.
The situation is depicted for several representative
of the parameters in the graphs below.
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The reason that the analysis presented above is valid
only for light traffic loads is that a queueing phenomenon
causes total network delay to increase nonlinearly with
load.
Therefore, the added traffic due to the presence of
routing messages has a correspondingly greater effect in
terms of delay at high loads, as shown in Figure 6.
without
routing
total delay
with routing
Delay

additional delay
due to routing messages

100%

Load
Figure 6 Delay Due to Routing vs.

Traffic Load

Nodal Bandwidth. The calculation of the best routes to
all destinations represents a steady, periodic demand for
CPU processing time. One can view the computation as a
certain
percentage
of overhead in the CPU bandwidth
available for message processing.
We have called this
factor BWPr, the fraction of the bandwidth of the processor
used for routing. In general, it has two components, one
based on the time taken to process routing messages on each
line, and the other a simple periodic component:
BWPr = NLN*Pr*Fr + Pp
where NLN is the number of lines per node, Pr is the
processor time for routing messages, Fr is the frequency of
routing messages, and Pp is the fractional overhead of
processor time for periodic processing of routing. For
instance, if NLN=2, Pr=5 messages/sec, and Pp=l%, then
BWPr-3%.
If BWPr becomes too large, the processor becomes
much less cost-effective in its primary role as message
processor.
Therefore,
a major cost consideration in
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evaluating a routing algorithm is the number of CPU
per second it requires in each node of the network.
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Nodal Delay. Along with the reduction in effective
nodal processing power comes the effect of delays in the
processing of packets while the routing computation is
proceeding,
given
that
it takes priority over data
processing. Suppose one routing message is received from
each of NLN adjacent nodes with frequency Fr messages per
second. Then, given the time Pr and the fractional time Pp
above, there are 3 cases to consider for nodal delay:
1. NLN*Pr*Fr ")") Pp
2. NLN*Pr*Fr "("( Pp
3. NLN*Pr*Fr = Pp

message processing dominates
periodic processing d minates
factors have equal magnitude

If we assume that NLN*Pr*Fr "(
1
(=total
processor
bandwidth),
and
that
packet
processing
time
is
infinitesimal, we can analyze each of these cases:
1.

The probability that a packet has to wait is
NLN*Fr*Pr

and if it must wait for only one message, it experiences
average wait of

an

Pr/2.
This means that the expected delay is
NLN*Fr*Pr*Pr/2
which is a lower bound on the actual value. It can be shown
with a more detailed analysis that this is the expected
value for delay under the condition that l/(Fr*Pr) ")") NLN,
which means that there are many more time periods in which
the processor is able to process routing inputs than there
are adjacent nodes to send the routing. In practice, this
is the only assumption that makes sense, since otherwise
BWPr becomes close to unity, and there is no bandwidth
available for data traffic.
2. This case can be analyzed as line delay was analyzed
above, based on the length and frequency of the periodic
processing, Pp.
3. This case can be analyzed on the basis of the first
cases, summing the effects of each of the terms.

two

Nodal Storage. The final cost factor we will discuss
is the storage required at each node to maintain the routing
information. This cost may vary greatly among various
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algorithms, depending on how much information is needed in
the routing computation, and also on the
method
of
exchanging
routing messages.
The node must save the
incoming routing information in some fashion, then the
routing computation may generate other, new information, and
the transmission of routing messages to the adjacent nodes
may call for still more storage for data. In a small
communications processor, memory is dedicated to a fairly
small program, and message buffers. Any storage used for
the routing calculation must be taken from the message
buffer pool, either once and for all at design time, or
dynamically. Therefore, the storage requirements of the
routing algorithm represent still another overhead factor.
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In this section we describe the routing algorithm
originally installed in the ARPA Network, and examine it
from the point of view of the performance and cost criteria
outlined above.
The ARPA Network algorithm can be summarized
as
follows.
This
algorithm directs each packet to its
destination along a path for which the total estimated
transit time is smallest. This path is not determined in
advance. Instead, each IMP individually decides which line
to use in transmitting a packet addressed to another
destination. This selection is made by a simple table
lookup procedure.
For each possible destination, an entry
in the routing table designates the appropriate next line in
the path.
Each IMP maintains a network delay table which gives an
estimate of the delay it expects a packet to encounter in
reaching every possible destination over each of its output
lines.
This table and other tables mentioned below are
shown in Figure 7 as kept by IMP 2, for example. Thus, the
delay from IMP 2 to IMP 5 using line 3 is found to be 4 in
the Network Delay Table.
Periodically, every 2/3 of a
second,
the
IMP
selects the minimum delay to each
destination and puts it in the minimum delay table. It also
notes the line giving the minimum delay and keeps the number
of the line in a table for use in routing packets.
Also
every 2/3 of a second, the IMP passes its minimum delay
table to each of its immediate neighbors, that is, it sends
the minimum delay table out each of its phone lines. Of
course, before the minimum delay table is transmitted to the
neighboring IMPs, the IMP sets the minimum delay to itself
to zero.
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Figure 7 The ARPA Network Routing Tables
•Since all of the neighbors of an IMP are also sending
out their minimum delay table every 2/3 second, with their
own entry set to zero, an IMP receives a minimum delay table
from each of its neighbors every 2/3 second. These tables
are read in over the rows of the delay table as they arrive.
The row to be written over is the row corresponding to the
phone line that the arriving minimum delay table came in
over.
After all the neighbors' estimates have arrived, the
IMP adds the delay saved by the IMP itself to the neighbors '
estimates.
This is done by adding the IMP delay table to
each column of the delay table.
Thus the IMP has an
estimate of the total delay to each destination over the
best path to that destination.
In parallel with this computation, the IMPs also
compute and propagate shortest path information in a similar
fashion. This information is used only in the determination
of connectivity.
An upper limit of the number of lines in
or
the longest path in the network is used as the cut-off
disconnected or nonexistent nodes.
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Now let us consider the performance of this algorithm.
First of all, it explicitly determines the connectivity of
the network, since all IMPs are continuously exchanging the
length of the shortest path from each IMP to each other IMP.
Information travels at roughly 2/3 of a second per line, so
that changes in topology are recognized by the whole network
in a matter of a few seconds.
This figure is probably
acceptable if one assumes that the network connectivity does
not change too often. Second, the algorithm also explicitly
calculates the path of least delay.
However, here the
approximations due to the low frequency of routing update
mean that the delay for traffic one second is a function of
the traffic of several seconds
before.
This
could
potentially lead to oscillations and poor line utilization.
The ARPA Network algorithm attempts to head off this class
of problems by biasing delay heavily toward the shortest
path. That is, delay is measured by the number of packets
on an output queue, plus a fixed increment, so that even an
empty queue represents additional delay.
The algorithm has several faults, some of which are
relatively simple to cure, and others which are more
fundamental in nature. The strong bias in the algorithm
towards the shortest path is basically a good idea, and
leads to stable flows near optimum values.
However, the
bias makes the algorithm somewhat insensitive to changes in
traffic patterns, so that global optimization of delay and
throughput is not likely as network loading increases. A
second fault is that the algorithm only maintains one route
per destination, updated every 2/3 second. This means that
no load-splitting is possible , at least not on a short term
basis.
The algorithm could be modified to use one of
several routes to each destination, with weights assigned to
each. Further, the algorithm might maintain additional data
on the loading of the various paths, to facilitate more
rapid adaptation to changes in traffic.
This change,
combined with the expansion to several routes, would also
lead to smoother and more uniform adaptation.
The ARPA Network routing algorithm is quite a good
design in many respects.
Perhaps its strongest point is
that it is simple. The IMP does not have to know the
topology of the network, or even the identity of its
neighbors. When IMPs and lines go down, the algorithm
functions
as
usual, and the new routing
information
propagates through the network by a process of exchanges
between neighbors.
Therefore, the algorithm scores quite
well in reliability.
Although there are no
explicit
controls to ensure fairness to competition, the algorithm
does relatively well in this category as well.
the

Finally, the algorithm is not a costly one in terms of
measures discussed above. The program in the IMP picks
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the minimum delay and hop counts from the routing messages
received from each neighbor, for all destinations. Thus,
the calculation is proportional to the number of IMPS in the
network, and the number of lines connected to each IMP. The
routing computation takes up about 5% of the CPU bandwidth
of the IMP. The delay and hop information is packed into a
single 16-bit word, so that the routing message sent out
each line consists of 64 words, one for each IMP in the
network, plus some header information. This amounts to less
than 2% of the bandwidth of a 50 Kbs line. At these low
bandwidth rates, added node delays and line delays are not
appreciable.
In addition to the storage required for
sending the routing message out each line (one copy of the
message is shared by all lines), the IMP reserves storage
for receiving routing messages from each of its lines.
These tables, together with its own directory of the best
line to each destination, amount to about 3% of the core
storage on an IMP. In summary, the IMP routing algorithm is
a simple, inexpensive algorithm which performs well in
steady state, and in reacting to small changes in traffic.

